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Barricade™, the best-of-class broadband router is the ideal all-in-one networking
solution for home and small business users. This platform-independent, multi-
functional broadband router combines a 4-port 10/100 Mbps dual-speed switch
for blazing network throughput, a built-in print server for sharing valuable
resources, an RS232 COM port for fail-over dial-up or modem connections, and
our battle-tested NAT firewall for bullet-proof security against hackers and other
unauthorized users. Barricade fully supports VPN tunneling via L2TP, PPTP, and
IP-Sec pass-through allowing remote users secure access to their corporate
infrastructure.

This Quick Help Guide is designed to assist with the install and utilization of the
Barricade’s Printer functions in the new Microsoft OS, XP Pro or Home Editions.
For more product details please visit http://www.smc.com.

NetworkWorld
BLUE

RIBBON
LﬂAWAHD

"Calling a clear winner out of the seven contenders was not an easy task. All
products offer a basic set of features and provide reasonably comparable
performance. The SMC7004ABR Barricade barely edged out the Netgear
MR314, winning out Blue Ribbon Award. Both products offer a number of
features that the others don't, including extra firewall protection, e-mail
notification of events and extra management capabilities. The SMC7004ABR
Barricade looks even more attractive when you see its price is between half to a
quarter of the competition."
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Step 1: Open the “Printers and Faxes” window

= Click Start, and then choose the “Printers and Faxes” option
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Shaves installed printers and fax printers and helps you add new ones,

Step 2: Add Printer

You should now be looking at the Printers and Faxes dialog box. On the left hand side

you should see a menu with options.

= [ ocate the Printer Tasks section

= (Click on the Add a Printer link to launch the Add Printer Wizard
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Step 3: Start the Add Printer Wizard process

= Click “Next >” to begin the printer installation process.

Add Printer Wizard

Welcome to the Add Printer
Wizard

This wizard helps vou inztall a prinker or make printer
conhechions.

thraugh & JSE port [or any ather hat pluggable
port. such az |[EEE 1334, infrared. and so on). you
do not heed to use this wizard. Click Cancel to
cloze the wizard, and then plug the printer's cable
inta pour computer or point the printer taward pour
computer's infrared port, and turn the printer an,
Windaws will automatically install the printer far pou.

i If you have a Plug and Flay printer that connects
Y

To continue, click Nest.

E o Mest> |[ Cancel ]

Step 4: Choose what type of printer you need to want to setup. For an LPR installation

your will want to select the “Local Printer” option.

= Choose the “Local printer attached to this computer” option

= Verify the “Automatically detect and install my Plug and Play printer” option is

UNCHECKED
= (lick the Next > button to continue
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Add Printer Wizard

Local or Metwork Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want to use:

(=) Local printer attached ta this computer
[] Automatically detect and install my Plug and Play printer

() & netwark, printer, ar a printer attached ta anather computer

uze the '"Local printer' option,

\'J) To set up a netwark printer that is not attached to a print server,

< Back ” Mest =

l ’ Cancel

Step 5: Create a new printer port.

Select “Create a New Port” option and then select the “Standard TCP/IP Port”

option in the drop down menu.

ﬁdd Printer Wizard

Select a Printer Port

new port,

{1 Usge the following port:

(%) Create a new port:
Tuwpe of port:

Computers communicate with prinkers through ports,

Select the port pou want your printer to uge, [Fthe port iz not lizted, you can create a

| Local Part

Local Part

potrwhere Bemote Printing
SMC

Standard TCR/P Port

ancel
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Step 6: By choosing to create a new TCP/IP port on the previous screen the “Add
Standard TCP/IP Printer Port Wizard” should launch.

= Click “Next >” to begin the Wizard

.|

Add Standard TCP/IP Printer Port Wizard %

‘ Welcome to the Add Standard
TCP/IP Printer Port Wizard
—

“ou uze thiz wizard to add a port for a network printer.

Before continuing be sure that;
1. The device is tumed on.
2. The netwark is connected ahd configured.

To continue, click Mest.

[ Mest: |[ Cancel ]

Step 7: Provide the appropriate IP and Port name information for your new Printer port.

Please note this is the IP that you use to admin your router with (for example:
192.168.2.1). If you have changed this IP address then please use the new one that you
have assigned to your router. The “Port” name that you choose can be whatever you
choose, for simplicity we have chosen to use “IP_192.168.2.1” to maintain consistent
with the default IP settings of the Barricade.

Add Standard TCP/IP Printer Port Wizard

Add Port Q‘L
For which device do you want to add a port’?
=

Enter the Frinter Hame aor I address, and & port name for the desired device.

Frinter Mame or IP Address: 192168.21

Port Mame: IP_192168.21

< Back ]| Mest > |I Cancel ]
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Step 8: Complete the Port creation process

=  Under Device type choose the “Custom” option
= Then click the “Settings...” option to input the Specific Barricade Printer port
information.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified.

The detected device iz of unknown lppe. Be sure that:
1. The device is properly configured.
2. The addresz on the previous page iz corect.

Either comect the addresz and perform another search on the netwark, by returning to the
presvious: wizard page ar select the device tupe if you are sure the address iz comrect,

Device Tupe
) Standard

(%) Custom Settings...

[ < Back " st l[ Cancel ]

Step 9: By clicking the “Settings...” option you will launch the “Configure Standard
TCP/IP Port Monitor” dialog box. Some of the information should already be set for you,
such as:

Port Name: IP 192.168.2.1*
Printer Name or IP Address:  192.168.2.1*

* This should be the same information that you provided in Step 7.

= In the “Protocol” section click on the “LPR” option
= The “Raw Settings” section should be grayed out
= The LPR Settings section should have the Queue Name set to one of 2 options
depending on the version of Barricade you are using.
o Ifyou are using the 7004-BR the “Queue Name” is “lp” (without the
quotes).
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o If you are using the 7004-ABR the “Queue Name” is “LPT1” (without the
quotes).

= Verify the “LPR Byte Counting Enabled” is unchecked.

= The “SNMP Status Enabled” option should be also unchecked. In doing so, the
options within that section should be grayed out.

= Once you have verified all of these settings, click the “OK” button

-

Configure Standard TCP/IP Port Monitor

Port Settings

Port Mame: IP_192168.2.1

Frirter Mame or IP Address: 192168.21

Protocol

O Raw @LPR
Fiaw 5Settings
LFF Settings
Bueue Mame: LPT1
[C]LPR Bute Counting Enabled

[ SMMP Status Enabled

[ oK |[ Cancel ]

Step 10: When you have completed the configuration of your TCP/IP port, you should
see the “Additional Port Information Required” dialog box again.

= Click “Next >" to continue

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required é
The device could not be identified. N
E;_"'—"—'

The detected device iz of unknown tppe. Be sure that
1. The device iz properly configured.
2. The addresz on the previous page is comect,

Either comect the address and perform another search on the network, by returning to the
prexvious wizard page or select the device type if wou are sure the address iz corect.

Device Type
() Standard

() Custom Settings...

< Back ]| Mewt > |[ Cancel ]
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Step 11: The file screen will show you a summary of the configuration that you have just
completed.

= Click the “Finish” button to complete the configuration process of the TCP/IP
port

Add Standard TCP/IP Printer Port Wizard

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a port with the following characteristics.

SHMP: Mo

Pratacal: LFR. LPT1
Device: 192.168.21
Port Mame: IP_192.168.21
Adapter Tupe:

To complete this wizard, click Finizh.

< Back ]| Finish |I Cancel

Step 12: Next you will need to install a printer to use the port that you just installed.

= In the dialog box listed below, choose the Manufacture of the printer that you
have, and then choose your model of printer. If your printer is not listed here, then
please refer to your printer documentation to get your printer installed.

= Once you have your printer listed and selected in this dialog box click the “Next
>” button.
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Step 13:

Add Printer Wizard

Install Printer Software
The manufacturer and model determing which printer zoftware to uze,

compatible printer zoftware.

| Marufacturer * || Printers
Fujitzuy = P HP Desklet 610C
B 5 HP DeskJet B12C
Enenc o
i SF HP DeskJet G150
HF (4] ¥ HP DeskJet BA0C/B42C/648C
Lames L T

) Select the manufacturer and model of pour printer. IF pour printer came with an installation
digk, click Hawe Digk. IF your printer is not listed, consult vour printer docunentation far

_‘af}' Thiz driver iz digitally signed. ’ windows Update J [ Have Disk... ]

Tell me why driver signing is important

[ < Back ]l Mext » |[ Cancel l

Name your printer. In this dialog box you will give your installed printer a

name, this will be the name this printer is referred to in your Printer folder.

Once you have named your printer, click “Next > to continue

Add Printer Wizard

Mame Your Printer
'ou must azsign a name ta this printer.

Type a name for thiz printer. Because zome programs do not suppart printer and server
name combinations of more than 31 characters, it iz best to keep the name az shart as
possible.

Printer name:
HF DeskJet 648C

< Back l| Mext > |l Cancel
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Step 14: Configure Printer Sharing

= Choose the “Do not share this printer” option
= Then, click the “Next >” button

Add Printer Wizard

Printer Sharing
Y'ou can ghare thiz printer with other network, uzers,

If wou want to share this printer, pou must provide a share name. Y'ou can use the
suggested hame or type a new one. The share name will be vizible to ather network,
users,

(O]
() Share name:

< Back “ Mewut » l[ Cancel

Step 15: Test Printer option

= Before you can successfully test your printer , you will need to verify some
information. When prompted, choose “No” to the Print Test Page option.

Add Printer Wizard

Print Test Page
To confirm that the printer iz installed properly, you can print a test page.

Do you want to print a test page?
es
O Ng

< Back “ Mesit » ][ Cancel
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Step 16: Complete the installation process.

* You should now see a dialog box with a summary of all your printer information
that you just configured.
= To complete the installation, click the “Finish” button.

Add Printer Wizard

Completing the Add Printer
Wizard

“'ou have successfully completed the Add Printer ‘Wizard.
Y'ou gpecified the following printer settings;

M ame: HF Desklet B42C

Share name:  <Mot Shared:

Part: IP_192168.2.1

kdodel: HF Desklet B40C/E42C/6480
Default; Yes

Testpage:  “es

To cloze thiz wizard, click Finizh.

< Back ]| Finizh |[ Cancel
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Once you have completed the printer installation, you will need to configure some
properties on your printer. To do so, please follow the steps listed below:

If you have already closed out the Printers dialog box, please re-open it by selected Start
> Printers and Faxes (As stated in Step 1). Locate the printer that you just installed and
right-mouse click on it and choose Properties. This will launch a printer properties
window as seen below.

5 HP DeskJet 648C Properties @
Color Management Security Device Setings | Services
General | Sharing Parts Advanced

(%) Always available
() Awailable from

Priority: |1 :

Diser. [P Desklat SOCIBAZAIEE V]

(%) Spool print documents =0 program finishes printing faster

(&) Start printing after last page is spooled

() Start printing jmmediately
() Print directly bo the printer

[THold mismatched documents

Frint zpooled documents first
[]Eeep printed documents

Enable advanced printing features

[ Frinting Defaults... H Frint Processar... H Separator Page... ]

[ Ok ][ Cancel ][ Apply ]

Once you have this dialog box, then you can verify that your printer is configured
properly.

1. Click on the “Advanced” tab
a. Verify that you have the “Spool print documents so program finishes
printing faster” selected
. Then choose the “Start printing after last page is spooled” option.
c. Check both the “Print spooled documents first” and “Enable advanced
printing features” boxes.
d. All of the other options should be disabled or unchecked.
2. Click on the “Ports” tab
a. Verify that you have the TCP/IP port that you just created selected. If not,
please do so, and then click the “Apply” button to save the settings.
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= Auto HP DeskJet 660C on SERVER Properties

Calor Management ;-\.___§ecurity___::_._ng_i__c_@_ﬁ_@_t__t_ipgs -g-l_.__Servic_e_s |
General Il Sharing | Ports i Advanced |

Frrint to the following port(z]. Docurments will print to the first free

checked port.
Port [Description Prititer |’_\|
O comi: Serial Port
O comz Serial Part [
O comz: Serial Port i‘
O coms: Serial Part ==
O FiLe: Frirtt ta File
IP158218821 Standard TCRAF Part (]
<] T ' Y
[ Add Part.. ] [ Delete Port ] [ LCorfigure Part... ]

[ Enable printer pocling

3. Click on the “General” tab to Print a test page. This will verify that you have
successfully setup your LPR printing port on Windows XP, and now you can print

through the SMC Barricade Router.

=2 Auto HP DeskJet 660C on SERVER Properties

| Colar Management ;-. Security . Device 5 ettings -:i. Services

General | Sharing I Paits I Advancad

[HP Deskiet 650C

Location:

LComment:

b odel: HF Desklet BE0C

Features

Caolor: es Paper available:
Double-sided: Mo Letter

Staple: Mo

Speed: 4 ppm

 axirmum resolution: 600 dpi

[F‘r_inting Preferences. .. ] [ Frint Test Fage

Cloze Cancel

SMC

Networks




>

General Troubleshooting Tips

I have trouble logging into the router.

Disable/Uninstall ALL software firewalls. Then make sure that there are NO
proxy configurations in the browser. In Internet Explorer, you go to Tools, click
on Internet Options, click on the Connections tab, click on LAN settings and
make sure that nothing is checked. In Netscape, go to Edit, click Preferences, go
to Advanced, and make sure that Direct Connection to Internet is checked. Be
sure to upgrade the firmware on the unit.

How do you reset the Barricade to factory defaults?

Power off the router for about 30 seconds and then turn it on. Depress the RESET
button for 5 seconds and release it. The RESET button is on the left of the front
panel. The power light will flash rapidly, all 8 port lights will turn on shortly, and
then the router will return to its normal state.

How do I update the firmware?

Turn on the router and plug it into your network adapter using port 1 through 4 on
the router.

Connect to the web user interface by typing the Barricade's IP Address (ex:
192.168.2.1) in your browser. Then login with the default user name of "admin"
and leave the password field blank.

Click on the "Tools" link, and then click the "Update Firmware" option. The
"Update Firmware" screen will appear. Click Enter.

Click the "Browse" button and point it to the location of the Boot code file
(7004ABR — FW140.001 DLF). Next click "Start" button and follow the prompts.
You will notice the lights on the Barricade will react in a certain sequence. Wait
patiently while the Barricade performs the following reboot sequence.

a. The power light will flash rapidly.
b. The link lights will come on solid.
c. The Link lights will all turn off.

d. The Link lights that have a cable connected to them will turn on and blink
rapidly.

e. The Link Lights will return to normal.

5. Once upgraded, please reset the Barricade back to factory defaults. Log back into

the Barricade router and click on the "Tools" link. On the Tools page, click the
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"Restore factory defaults" option. This will also reboot the router and will follow
the same light pattern as described above.

. Your 7004ABR has now been successfully upgraded. Please log into the

Barricade's management and configure the router according to your type of
broadband connection.

How do I configure the Barricade using a MAC?
Please follow the steps as they are outlined below:

Click on the <Apple> key, choose Control Panels, and select TCP/IP

Select "Connect via Ethernet Built In or Ethernet Slot"

Set the next option to "Configure using <DHCP>"

Hit the close box in the top left corner you will be asked to save. Hit <Save>
Optional: Select Edit, User Mode, and Advanced. Click on the "Options...."
Button to verify that TCP/IP is active.

SNk W=

If you are using a 56K external modem, you may notice the connector will not fit
into the DB9pin Male COM port on the back of the Barricade. In order to get this
to function you may need three different adapters:

8pin MiniDIN Female/Female Adapter
DBY Female/Female Adapter
8pin MiniDIN Male/DB9 Male Adapter

Can I assign static IP addresses to machines behind the router? If so, how?
Yes. Note that each machine MUST have a different IP address and DNS host
name. You can also enter your ISP’s DNS numbers instead of the router’s IP
address if you wish to do so. See below:

Windows 9x/ME

1) Go to your control panel and double-click on Network.

2) Double-click where you see TCP/IP (ethernet card).

3) Click specify an IP address and type in 192.168.2.55

4) Where it says subnet mask, type in 255.255.255.0

5) Click on the gateway tab and type in 192.168.2.1. Click add

6) Click on the DNS tab and enable it. Set the host name to 123 and the DNS
Search Order to 192.168.2.1. Then click OK twice.

7) Restart the computer when it requests you too.

Windows 2k/XP

1) Go to your control panel and double-click on Network and Dialup
Connections.

2) Double-click on Local Area Network and click Properties. Double-click where
you see Internet Protocol TCP/IP.

3) Click use the following IP address and type in 192.168.2.55
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4) Where it says subnet mask, type in 255.255.255.0

5) For the gateway, type in 192.168.2.1.

6) Set the preferred DNS to 192.168.2.1. Leave alternate blank. Then click OK
twice.

Mac OS

1) Go into your TCP/IP Control Panel

2) Set an IP of 192.168.2.55

3) Set a subnet mask of 255.255.255.0

4) Set a router address of 192.168.2.1

5) Set the primary DNS to 192.168.2.1 (leave the alternate/secondary blank)
6) Close and save the information

Can I use an external modem to send faxes from any of my machines?

Unfortunately, no. The router’s serial port is designed to share Internet access.
Sending/Receiving faxes are NOT supported.

What is DMZ? And how many DMZ computers does the Barricade support?

Demilitarized Zone (DMZ) is a feature of the firewall. It allows a particular
computer to be exposed to the Internet. Some applications require multiple
TCP/IP ports to be open. DMZ allows a machine to be exposed for that purpose.
The Barricade supports one DMZ host computer at a time you enable the feature.

What is “Discard Ping From WAN Side”?

This provided added firewall security. Enabling this feature stops the router from
responding to pings from Internet users.

PING: Packet INternet Groper - An Internet utility used to determine whether a
particular IP address is online. It is used to test and debug a network by sending
out a packet and waiting for a response.

How do I enable the Remote Admin feature?

You need to enter the IP address of the WAN location from where you plan to
remotely administer the router. If you do not know the IP beforehand, then you
can set the remote administer value to 0.0.0.0 and this will command the router to
allow ANY machine access to the router (of course the user must know the
password in order to log in and change any settings). To actually access the router
web console, you need to type in the router’s WAN IP (shown on the Status page)
and type :88 afterwards. (i.e. - http://24.24.24.24:88)
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This does not allow you to access machines behind the router. In order to
accomplish that feat, you would have to install server software on that computer
(i.e. — ftp, web, or pc anywhere server)

How does the Barricade determine the time?

The Barricade is obtaining the correct time from the internet using SNTP
protocol. So the gateway can get the time from NTP server in the internet.

Simple Network Time Protocol (SNTP)

The Simple Network Time Protocol (SNTP) is an adaptation of the Network Time
Protocol (NTP) used to synchronize computer clocks in the Internet. SNTP can be
used when the ultimate performance of the full NTP implementation described in
RFC-1305 is not needed or justified. It can operate in both unicast modes (point-
to-point) and broadcast modes (point-to-multipoint). It can also operate in IP
multicast mode where this service is available. SNTP involves no change to the
current or previous NTP specification versions or known implementations, but
rather a clarification of certain design features of NTP which allow operation in a
simple, stateless remote-procedure call (RPC) mode with accuracy and reliability
expectations similar to the UDP/TIME protocol described in RFC-868.

My external modem is dialing in PULSE mode rather than TONE. How do I
change this?

Go to the Modem section and input a modem string of “ATDT”.
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Notes:
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